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MANDATORY FIRST SLIDE ODAY

From arch/alphalkernellosf_sys.c:

SYSCALL DEFINE4(osf wait4, pid t, pid, int _ user ¥,
ustatus, int, options, struct rusage32 _ user *, ur)
{

struct rusage r;

long ret, err;

mm segment t old fs;

if (!lur)
return sys wait4(pid, ustatus, options, NULL);

old fs = get fs();
set fs (KERNEL DS);

ret = sys wait4(pid, ustatus, options, &r);
set fs (old fs);
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THE DRINKING GAME(S)

» Twitter RTs
* Drink on every:

 Mention of Linus, spender, or pipacs
* |[nappropriate sexually-oriented terminology

 Drink for duration of Oday explanation
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PRIMARY MOTIVATION

Btw, and you may not like this, since you are so focused on security, one
reason I refuse to bother with the whole security circus 1s that I think
1t glorifies - and thus encourages - the wrong behavior.

It makes "herces" out of security people, as 1f the people who don't just
fix normal bugs aren't as important.

In fact, all the boring normal bugs are way_ more important, just because
there's a lot more of them. I don't think some spectacular security hole

should be glorified or cared about as being any more "special" than a
random spectacular crash due to bad locking.

Security I1s hard when upstream
ignores the problems...and solutions!
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ADDITIONAL MOTIVATION 'gfﬂﬁ\‘

“I get excited every time | see a
conference add requirements to
their talk selection along the lines
of ‘exploitation presentations must
be against grsecurity/PaX' -- but
then there never ends up being any
presentations of this kind.”

— spender pratt
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PENULTIMATE MOTIVATION
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AGENDA

* A review of Linux kernel security

» Exploiting grsecurity/PaX kernels

» Stackjacking 2: Electric Boogaloo
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DECADE OF KERNEL SECURITY “

Vulnerabilities by CVSS severity
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HOW ABOUT LAST YEAR? 'gfuﬁ\‘

e 142 CVE's assigned

e 30% worse than the previous worst year (2009)

 Based on public CVE requests, issues tracked at
Red Hat Bugzilla, and Eugene's tagged git tree

* Missing dozens of non-CVE vulnerabillities (i.e. the
“Dan Carpenter factor”)

* 61 (43%) discovered by six people

« Kees (4), Brad (3), Tavis (7), Vasiliy (4), Dan (37),
Nelson (6)
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DAN EATS KERNEL BUGS LIKE... 'g WAL
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BREAKDOWN BY TARGET g

"—:T I""'-:"'*" rulll

M Core

M Distro
Exotic

M Red Hat
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BREAKDOWN BY IMPACT gﬁ

Hl Bypass
M DOS
Info
M Priv Esc?
M Priv Esc
Nothing
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It Spins Forever, Man 'g"ﬁ e

static int inet_diag_bc_audit(const void *bytecode, int bytecode len)
{

const unsigned char *bc = bytecode;

int len = bytecode _len;

while (len > 0) {
struct inet_diag_bc_op *op = (struct inet_diag_bc_op *)bc;

switch (op->code) {

case INET_DIAG BC_JMP:
if (op->no <4 || op->no > len + 4)
return -EINVAL;
if (op->no < len &&
lvalid_cc(bytecode, bytecode_len, len - op->no))
return -EINVAL;
break;

bc += op->yes;
len -= op->yes;
}
return len == 0 ? 0 : -EINVAL,;
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FUN EXPLOITS OF 2010

e full-nelson.c

e« Combined three vulns to get a NULL write

e half-nelson.c

* First Linux kernel stack overflow (not buffer overflow) exploit

* linux-rds-exploit.c
e Arbitrary write in RDS packet family

e I-CAN-haz-MODHARDEN.c
 SLUB overflow in CAN packet family

e american-sign-language.c
« EXxploit payload written in ACPIl's ASL/AML
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VANILLA EXPLOITATION

* Writes to known addresses (IDT)
* Function pointer overwrites
» Redirecting control flow to userspace

* Influencing privesc-related kernel data
(eg. credentials structures)

* Relying on kallsyms and other info
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MOST EXPLOITED VANILLA
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AGENDA

* A review of Linux kernel security

» Exploiting grsecurity/PaX kernels

» Stackjacking 2: Electric Boogaloo
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GRSECURITY/PAX TN oy

 grsecurity/PaX

« KERNEXEC

* Prevent the introduction of new executable code
« UDEREF

* Prevent invalid userspace pointer dereferences

« HIDESYM

* Hide info that may be useful to an attacker (kallsyms,
slabinfo, kernel address leaks, etc)

« MODHARDEN

* Prevent auto-loading of crappy unused packet families
(CAN, RDS, econet, etc)

Stackjacking and Other Kernel Nonsense — Jon Oberheide / Dan Rosenberg — SummerCon 2011 Slide #18 n



——

THE MAIN EVENT 'g" an Il

» A technique we call stackjacking

* Enables the bypass of common grsecurity/PaX
configurations with common exploit primitives

* |Independently discovered, collaboratively
exploited, with slightly different techniques
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PLAN OF ATTACK

STACK
[ PRIMITIVES } JACKING [ ROOT }
* OVERVIEW

!
(£ N e A\

?2?? ?2?? ?2??

A AN RN /
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TARGET KERNEL ASSUMPTIONS 4

 Hardened kernel with grsec/PaX

 Config level GRKERNSEC HIGH
« KERNEXEC

« UDEREF

e HIDESYM

« MODHARDEN

* Efc...
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STRONG ASSUMPTIONS

* _et's make some extra assumptions

 We like a challenge, and these are assumptions that
may possibly be obtainable now or in the future

» Stronger target assumptions

« Zero knowledge of kernel address space

* Fully randomized kernel text/data

e Cannot introduce new code into kernel address space
« Cannot modify kernel control flow (eg. data-only)
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ATTACK ASSUMPTION #1

 Assumption: arbitrary kmem write

A common kernel exploitation primitive
 Examples: RDS, MCAST_MSFILTER

« Other vuins can be turned into writes, e.g.
overflowing into a pointer that's written to

e \Wut?

* “You mean | can't escalate privs with an arbitrary
kernel memory write normally?” NOPE.
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ARBITRARY WRITE WHERE?

DARKNESS!

Oxffffffff

kernel
O0xc0000000
(TASK_SIZE)

user

No clue where to write!

0%00000000 Exploitation is infeasible.
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NEED TO KNOW SOMETHING

* One way: arbitrary kmem disclosure

e procfs (2005)

* sctp (2008)
 move_pages (2009)
* pktcdvd (2010)

» Just dump entire address space!

« But these are rare!
 And In many instances, mitigated by grsec/PaX
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Moar Alpha?

SYSCALL_DEFINE3(osf_sysinfo, int, command, char _ _user *, buf,
long, count)

{

long len, err = -EINVAL;

len = strlen(res)+1,;

if (len > count)
len = count;

if (copy_to_user(buf, res, 1len))
err = -EFAULT;
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SOMETHING MORE COMMON? d

e How about a more common vuln?
e HINtS...

* Widely considered to be a useless vulnerabillity
Commonly assigned a CVSS score of 1.9 (low)
e 25+ such vulnerabilities reported in 2010

« Often referred to as a Dan Rosenbug

e Can you guess It???
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THE ANSWER 1S... 'u

KERNEL STACK MEMORY DISCLOSURES!

B @SecureTips

Initializing memory makes it a predictable
value for attackers. Keep memory
uninitialized for extra randomization and

obfuscation.
ia Mobile Web Favorite # Reply @ Delete

Retweeted by dannyTheMonkey and others

Rl Jrld ] |

2 5oL
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THANKS FOR THE TIP DDZ!

IRl UL L B RE SE
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LINUX KERNEL STACKS

——

NS

 Each userspace thread is
allocated a kernel stack

» Stores stack frames for kernel
syscalls and other metadata

 Most commonly 8k, some
distros use 4k
« THREAD_SIZE =

2*PAGE_SIZE =
2*4086 = 8192

high address

v

grows down

4k/8k

unused

stack

low address
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STACK MEM DISCLOSURES

e Kstack mem disclosures

* |eak of memory from the kernel stack to userspace

e COmMmMmon cause

* Copying a struct on the kstack back to userspace
with uninitialized fields

* Improper initialization/memset, forgetting member
assignment, structure padding/holes

« Afrequent occurrence, especially in compat
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STACK MEM DISCLOSURES

struct foo {

¢ ¢ uint32 t bar;
kstack frame kstack frame u}nt32_t Leak;
uint32 t baz;
. _
foo.bar }i
sensitive data —> foo.leak ~  syscall() {
f00.baz struct foo;
— foo.bar = 1;
: foo.baz = 2;
. copy to user(foo);
}
1) process 2) kstack is reused 3) foo struct is copied to
makes syscall on subsequent userspace, leaking 4
and leaves syscall and struct bytes of kstack through
sensitive data overlaps with uninitialized foo.leak
on kstack sensitive data member
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PLAN OF ATTACK

Arbitrary write

[

Kstack disclosure

|

Y

e
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/
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UCT , &
WHAT'S USEFUL ON KSTACK?

e | eak data off kstack?

* Sensitive data left behind? Not really...

e | eak addresses off kstack?

» Sensitive addresses left behind? Maybe...

* Pointers to known structures could be exploited
« *** Too specific of an attack! ***

* Need something more general

» kstack disclosures differ widely in size/offsets
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KERNEL STACK ADDRESSES

 How about a leaking an address that:

e |s stored on the stack: and
 Points to an address on the stack

* These are pretty common

* Eg. pointers to local stack vars, saved ebp, etc

* But what does this gain us?
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KSTACK SELF-DISCOVERY

 |f we can leak an pointer

Oxcdef2000
to the kstack off the kstack, ¢
we can calculate the base kstack frame
Oxcdefl234
address of the kstack —»  Oxdeadbeef

kstack base = addr & ~(THREAD_SIZE - 1); L Oxcdef1234

kstack base = Oxcdefl234 & ~(8192 — 1)

kstack base = 0xcdef0000 0xcdef0000

We call this kstack self-discovery
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HOW TO SELF-DISCOVER

 Not all kstack disclosures are alike

 May only leak a few bytes, non-consecutive
 How do we effectively self-discover?

 Manual analysis

* Figure out where kstack leak overlaps addresses

* Automatic analysis
* |ibkstack
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PLAN OF ATTACK

STACK
| JACKING LA
Kstack disclosure OVERVIEW

Y f
 smek e D

SELF-DISCOVERY

Arbitrary write

Manual analysis > 299 > ?2??

Auto with libkstack

. N AR /
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NO LONGER DARKNESS

A random pinpoint of light!

Oxffffffff
kernel
O0xc0000000
(TASK_SIZE)
user
We can self-discover kstack address!
0x00000000 Exploitation is...maybe feasible?
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Seriously guys?

SYSCALL_DEFINE5(osf_getsysinfo, unsigned long, op, void _ user ¥,
buffer,

unsigned long, nbytes, int _ user *, start, void
__user *, arg)

{
switch (op) {
case GSI_GET_HWRPB:
1f (nbytes < sizeof(*hwrpb))
return -EINVAL;
1f (copy_to_user(buffer, hwrpb, nbytes) !'= 0)
return -EFAULT;
return 1;
h
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BEFORE SOLAR GOT HIS FLAIR
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THE NEXT STEP

* We now have a tiny island

» Use arbitrary write to modify anything on kstack

e Where to write?

 Pointers, data, metadata on kstack

* \What to write?
* No userspace addrs (UDEREF), limited kernel

« Game over? Not yet!
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METADATA ON KSTACK

Anything else of interest on the kstack???

start of stack-»

stack pointer

v

grows down

unused

thread_info

current_thread_info

high address

4k/8k
stack

low address

thread info struct stashed at base of kstack!
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THREAD INFO CANDIDATES

struct thread info {
struct task struct *task;

struct exec:domain *exec domain; ® What Can We

__u32 flags;

32 . - - .
“us2 Soaus modify within
int t ts .
;;;segment_t ggziiﬁiaii?n tr1r€3£1(j__Jr]f() t()

struct restart block restart block; -
void user B *sysente;_return; eSCalate p“VSrP

#ifdef CONFIG X86 32

unsigned long previous_esp;

__u8 supervisor_ stack;
#endif

int uaccess_err;

}i

Stackjacking and Other Kernel Nonsense — Jon Oberheide / Dan Rosenberg — SummerCon 2011 Slide #44 n



ATTACKING TASK_STRUCT g’u& o

struct thread info {
struct task struct *task;

e task struct->creds?

* Modify creds of our process
struct task struct { directly to escalate privileges?

}i

const struct cred *real cred; e Butin order to write
* °
‘f‘f?St struct cred *cred; task_struct->creds, we need
}; to know the address of
task_struct!

struct cred {

* |If we could read the address
uid_t uid; of task_struct off the end of
?f‘?_t gid; the kstack, we might win!

}i
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CONNECTING THE DOTS

Oxffffffff

0xc0000000
(TASK _SIZE)

0x00000000
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Expanding our visibility

kernel

user

If we can read off the kstack,
we can find task struct/creds!




ATTACKING TASK_STRUCT  d

 \We have write+kleak

* Can we turn this into an arbitrary read?

* |f we can get arbitrary read:

 Read base of kstack to find address of task struct
 Read task struct to find address of creds struct

* Write into creds struct to set uids/gids/caps

* Spawn a root shell!
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PLAN OF ATTACK

Arbitrary write

Kstack disclosure

v
/ STACK \

SELF-DISCOVERY

Manual analysis

Auto with libkstack

\ /
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ROSENGROPE TECHNIQUE

struct thread info ({
struct task struct *task;
struct exec _domain *exec domain;

__u32 flags;

__u32 status;

__u32 cpu;

int preempt count;

mm segment t addr limit;

struct restart block restart block;

void _ user *sysenter return;
#ifdef CONFIG X86 32

unsigned long previous_esp;

__u8 supervisor stack;
#endif

int uaccess_err;

b7
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PAX UDEREF & SN oy

o Strict user/kernel separation using segmentation

* Reload segment registers at kernel traps, used
during copy operations

e Fault on invalid access

* Use %gs register to keep track of segment for
source/dest of copy

* set fs(KERNEL_DS) sets addr_limit and reloads
%gs register to contain _  KERNEL DS segment
selector
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NO MORE EASY ROOT g’ﬁ\‘

 Writing KERNEL DS to addr_Ilimit is no longer
sufficient

* Access checks on pointers will pass, but we'll

still fault in copy functions because of incorrect
segment registers

* But, %gs register is reloaded on context switch
(necessary to keep track of thread state)

 Reloaded based on contents of addr_limit!
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USING KERNEL_DS TRICK 'g,@wk O

 Write KERNEL_DS into addr_limit of
current thread

* Loop on write(pipefd, addr, size)

* Eventually, thread will be scheduled out at right
moment (before copy from_user)

 When thread resumes, %gs register will be
reloaded with _  KERNEL_DS, and read target will
be copied into pipe buffer (kernel-to-kernel copying)

e Restore addr |limit and read
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PLAN OF ATTACK

Arbitrary write

Kstack disclosure

v
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PROS/CONS OF KERNEL_DS 'gfuﬁ\‘ O

* The Rosengrope technigue

* Pros: clean, simple, generic method to obtain
arbitrary read from write+kleak

* Cons: depends on knowing the location of
addr_limit member of thread _info

 |t's possible to move thread info out of the kstack!

* Any alternatives?

* Let's get a bit crazier...
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PROS/CONS OF THING2
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. T, “ > ..
ATTACKING KSTACK FRAMES P e co

* The Obergrope technique

 Don't attack the thread info metadata on kstack
» Attack the kstack frames themselves!

 End goal Is a read

 How to read data by writing a kstack frame?
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OBSERVATIONS W 0P

» Lots of kernel codepaths copy data to userland,
via copy_to _user(), put_user(), etc

 There may be copy to_user() calls that use a
source address argument that is, at some point,
stored on the kernel stack

e |f we can overwrite that source address on the
kstack, we can control source of the
copy _to user() and leak data to userspace
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PROBLEM

* How can we write to stack reliably?
* We have a tricky race to win:

 Parent needs to write into child's kstack between
when the copy to_user() source register is pushed
and popped from the kstack

* This Is a very small race window..

* We need something that we can sleep
arbitrarily to win the race!
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SLEEPY SYSCALLS g’ﬁ\‘

* Any of these sleepy syscalls have our
required conditions?

 Needs to:

* Push a register to the stack

Go to sleep for an arbitrary amount of time

Pop that register off the stack

Use that register as the source for copy to_user()
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COMPAT _SYS WAITID

asmlinkage long compat sys waitid(int which, compat pid t pid,
struct compat siginfo _ user *uinfo, int options,
struct compat rusage _ user *uru)

{
struct rusage ru;
ret = sys waitid(which, pid, (siginfo t  user *)é&info,
uru ? (struct rusage  user *)&ru : NULL);
ret = put compat rusage(&ru, uru);
}
int put compat rusage(const struct rusage *r, struct compat rusage
__user *ru)
{
if (!access Ok(VERIFY WRITE, ru, sizeof(*ru)) ||
__put_user(r->ru utime.tv_sec, &ru->ru_utime.tv_sec) ||
}
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COMPAT _SYS WAITID

Dump of assembler code for function
Oxffffffff8l0abade <+62>: lea
Oxffffffff81l0aba8b <+123>: callqg

Oxffffffff810abaae <+158>: mov
Oxffffffff81l0ababl <+161>: callqg

Dump of assembler code for function

Oxffffff£f£f81063b£f9 <+137>: callg

Dump of assembler code for function
OXffffff£f£f810637e6 <+6>: push
PROCESS GOES TO SLEEP HERE

OxffEfEfF£810639fb <+539>: pop
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compat sys waitid:
-0x140(%rbp),%rl4

Oxffffff£f£f81063b70
<sys waitid>

$rld,srdi
Oxfffff£f£f£f810aa700
<put_compat rusage>
sys_waitid:

Oxfffffff£810637e0
<do wait>

do wait:

$rld

$rld

4)
5)
6)
7)
8)
9)

compat_sys waitid() stores address of ru in r14
compat_sys_waitid() calls sys_waitid()
sys_waitid() calls do_wait()

do_wait() pushes r14 on kstack

do_wait() sleeps indefinitely

we clobber the saved r14 reg on the kstack
do_wait() wakes up

do_wait() pops r14 off the kstack

do_wait() returns

10) sys_waitid() returns

11) compat_sys waitid() calls put_compat_rusage()

12) put_compat_rusage() uses clobbered source addr

13) put_user() copies from source addr to userspace




HIGH-LEVEL EXPLOIT FLOW 'g’ﬁ\‘ Il

1. jacker forks/execs groper 8. helper wakes up from sleep
2. groper gets its own kstack addr 9. groper returns from waitid

3. groper passes kstack addr up to  10. groper leaks task_struct address
jacker back to userspace

4. groper forks/execs helper 11. groper passes leaked address
back up with jacker

5. helper goes to sleep for

a bit 12. steps 4-11 are repeated to leak
task/cred addresses

6. groper calls waitid on helper
13. jacker modifies groper's cred

7. Jacker overwrites the required struct in-place

offset on groper's stack
14. groper forks off a root shell
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PLAN OF ATTACK

STACK
. JACKING ROOT
Kstack disclosure OVERVIEW

v f
/ STACK \ / STACK \ / STACK \

Arbitrary write

SELF-DISCOVERY GROPING JACKING
Manual analysis - | Rosengrope technique | ! Read thread / task
Auto with libkstack Obergrope technique Overwrite creds
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LIVE SPLOITZ

DEMO TIME
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AGENDA

* A review of Linux kernel security

» Exploiting grsecurity/PaX kernels

» Stackjacking 2: Electric Boogaloo
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Obligatory *BSD vuln 'g”& %G

static _ noinline int
1eee80211_ioctl_getchaninfo(struct ieee802l1lvap *vap, struct
leee80211req *ireq)
{
struct ieee802l1l1com *ic = vap->iv_ic;
int space;

space = _ offsetof(struct ieee8021l1req_chaninfo,
ic_chans[ic->1ic_nchans]);
1f (space > ireq->1_1len)
space = 1req->1_len;
/* XXX assumes compatible layout */
return copyout(&ic->ic_nchans, 1ireq->1_data, space);
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STACKJACKING TIMELINE

e HES preso

* Spender angry blog post

* Fixes round #1

 Banana cognac preso

* RANDKSTACK considered harmful
* Fixes round #2

* Present time!

e Future?
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RECOMMENDED FIXES

Defenses?

» Mitigate the exploitation vectors?

« Remove thread info metadata from kstack
« RANDKSTACK?
« Eliminate all kstack disclosures?

« Clear kstack between syscalls?
« Compiler/toolchain magic?

» P77

Stackjacking Wour Way o grsecurity/Fax Bypass — Jon Oberheide / Dan Rosenbeng Shde #A82
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SPENDER BLOG POST 'gfuﬁ\'

Much Ado About Hothing: A Response in Text and Code

Dby spander = Sat Age 16, 2001 5:34 per

last Friday 8t the HES oorfereroeinFiaroe, 8 presenmtionenttled S taokjaoking Your Way to grssounty /falX Byms wes given Soonafter, s mmage was retwested frequent iy on Twi ther, uppessd by of the presenters getti g "ot one gresounty /el lemelorstege”. o otherdetsi s
wene provided to thess etwesti rg theimage {exoept for theseinatterds roe st HES ) andit was mentiored thet the shdes/oade forthe steokwouldrit be pablished urtilafters mpeat presentionat Infi ke ted nide mi ths Surday.

| Fevm m rum berofizes with bew ths was e rdied, whoh | lleuoidates e,

Forsta roers, the PaX Team o rd mysstf got o bout 50 mi rutes o dva ros rotios of the sides forthe pressnetion. Thoughthsimitesf would rot be out of the od ey for psople we dorit krew et el the pressnbersinths oass bove ussd my reses ohi nthe rown pressnetiors o nd ores ted
mtohes loossly moad” ongresounity features o rd submmithed them to the linm E=mel

Upte the presentionis rd svenst Lonthe 10w te webbte), the precenmtionwes entitled TEA Kermel Furi’, seth rgitesf o mrt from o lether presentatiors as bs ng onm pletely unreoses i ly ssoetive. The presene ionstherwent thioughs ssoret o pproe L preosss though the HES
com mittes (of whoh|wes s member) erurderssnt ro form of com mittss 8 ppreva Lwith re submittsd s betimot. The mesonforsuohunms Lssomoy is pezing.

‘We hrew from sesng the sides 30 i nubes befors the presenmtionthet the stiokdemarctmted was o pm ently agei ret s “2.6.36.3 -groso” lemel 'We didrit ks munt lafter the precsnetionwes giventhet the bemelwes modfisd to add o fa ke o rbitm ye-wnite wilrem B iy, |urdests rd
the case wihers ore would do ths to demerctmte o teohrigue 8 o re without beving to K lle ry vebe ble bugs, bt o5 the pressnters themssboes bag et the beginn ng of the precention, they e disoovered plenty of bugsi nthe olses pegu red forthe retok, s bt y-wnite s rd e rbitmy -
read arsoki rfoles ket rot only was s 6 monthold bemrelussd | o te ke adue nege of the only core-lemel staoki rfoles k pubishedinthe mst year, ot of the decers s ppioa ble to wari s Lirnoe kemek), bt the o rbitm y-wite bug bed to be fabiceted. THs ssems did rgenuous, Sroset
least from o read rg of the sides themssbes, a5 | e o kroededges of the wayinwhohthe pressnetionwas given, theinteductony sides o=t ups foture of how buggy the lino kemelis fwhohis of oourss tus) s rd meniors bew pree et thei ifole ks, =to s e, oreating the
aggertionthet the oorditiors fors “bym=" of 8 gresourity kermels e e rgthng bt me. The sides dorit mentionat o U howspeoifio fea tures of grosourity oa ndmstioa By reducs the stokourfacs of the kerels rd §mit the poes ble da megs from m relyussd modules 8 rd osrii nolsses
of wilrem b ities.

| objeot to the uss of "byps when eferming to s ssoun ty ystem withdeze e of features. Arem m ple of 8 by would be the wvanous m me p_im reddr by sses thet sxisted: i ntheos oasesit was o bvays pood bls to soHeve the @ me goo Lo rd o buss the me wilrem b ities. Inthe oase
of tHs presenation, whatis b rg by pssed smotly? The features withdefined protectiors worked asinberded, preventirg them from o s rg osrei nowlre s b ities thet would beve beenum bl onvarils kemek. The scplait was dore withne krewnetmoksmos mentiored spsoifios ly
inthe MaX deoumenetion reth ng oa nourently stopa na rbitm y eedvwrite). Beoaussits wery dffioult te de s nytH rg o bout ths olees | espeois Uy whenst U mest ng us b ity s rd performs ros equ ements) fee besnfoos rg on, ord | beiews v beenuoossfulat, medud g the
reaohe b ity of wilrei ngerem L roudi g thoes of ths olbes) e rdin reduc rg the reoope (tumirg e §res reverflerwd nbe o write bourdsd by the bes pobjectitestf, for rete ros). Bugs of ths ol e e getting mors @ e o5 they're sveniue Uy wesded out. Arbitm iy readfenite bugs oftena iz
ourt of the roreed sheroe of bourds /= ity obeoki rg, whiohinme ry oases o e sagerto spot thenthe more pre lent bugs of some form of rediwite withes dded coretmi nks, dus to the deosiyving reture of o ny sxist rg ( Flwed) bou rds i@ Aty ohsoki ng.

5o [m left worden rg why s nateokwithss ittle re |-ife o ppioationoom m red to the etherth rgs we dea lwithi ngresounity requl red so muoh by pe4 roua rg ssorsoy. Did they ko the teohrigus oould be b lesd o rd wa nbed to ma ke mure they oould give both presenatiors withe =t ll-
ket attaok?

Far people | cordder fiends o rd oo lessgues, ths was o shpinthe facs. | dorit fi rdit te be 8 oospie ble o rd bewve reosived o polkgy. 5o today, piorte ther mpeat pressnetion, [m e nrouno ng the dssthof svery @ rgle teobrique they presented ot HES . | hope the mesmge will b olea rfor
otheminthe future thet werki rg withus will b= muoh e prirfulthe nthe o bermetive. bshould o ks be olea rto thoos i nberected i nssorsoy o rd hype-at-a ry-oost thet s subesquent “rea ity sdjustment” wi ll b= swift. THs releass i me wasnit obess minbentiors ly: the PeX Team and | boue
beenius rg o llof oursm e fime s ros bt Fiday to wiite tHs up, testit, s rd portit to the kemek we support. Infact, we'ee ta bengrest pi re to me ke sueit wes oom plete brg before | ebum beme onSurday, i menios by 8 bout 50 o rubes before the r epeat pressnetionwould begin
Eroughta ke Here's win t we've dore:

Mored thread_j rfie off the kemelsmokoom pletely for botbi 386 o nd 8 mdéd --its row loosted i nthe taskstuot, whohis leoatedqmits ownshboaoke.

Im plemenbsd FAX_RANDESTACK fars mdéd {without requin rg 85 R soosss, performe ros Htis the = me s the 386 verbons rosit o s the s me furction). Thsis s ppied per-syooa ll, me b ngit essenta ly i m mure tei rfokes b ogei ret the stook poi nberiteslf, the mme sz ontheiid@
werEEn

Im ple e rbed modditiors L protectiori n PAX_USERCO MY by identfyi g whiohsh b osobes regu red di ot reads Swnites from the usera nd soosssar furctiors. 5kbosoke i rffarmatioris fres with nthe oument PAX_USERCO MY frmmewerkc ‘Weim pementsd o whtsist-nosd o ppreach, s rd
rewtobe sevmim L re s of oods to remene the resd ford ot resds o bes to osrei nstuctures o thet the ssseoisted sh boaohes oo n b protected agei ret d mot readsSwnites toffrom us=rard. The tesohrigue o lews fori rdividus Le leos tiors with nthe whtsisted oaobes to be madedin
the future, o thet o=t rserd e structures oa nbe betber probeoted. 0F ptiouk r reteis thet teskstiuots o e protected urder ths meokarsm.

Im ple menbed motive recpores agwi ret bemelecplitetion Atteoks by unpriv keged uss s will msutting perme rent B nef the userie L proosess ki llsd, o rew prooesoss o lewed ) unti Lgystem reboot. Atteoks by ot {sther by re luid-0 ores fa lout from buggy post -=phoi te ionokes rup)
arwh keim nbenupt oorbet reabtine system mro.

Exte roded aurtomatio brobefonos debe e ros to 8 pply to oud/sgid b e ies -- deteoted Fall termi retiors oroms bes will resuttineg 15 o rbs ussr b nithe s mount of 4imeinterded to felpoffost entmopy reductionstieoks).

Im provsd $40 DHARDEN -- remeved the fa lmokd n retdey oode to s Uew aubs-lbad ng 8 iy module when CAF_SYS_MODULEis pressnt. The Fall Team oo me upwiththe beautifulides, srd limplementsd s gystem by whohwe oa noontel the ent re agyrobmmus proosdure of moduls aubs-
adirg, alorg withoomekhti rgit withthe origirm | equester. Thoughths spstem, we o nemure (for rem roe) thet meunt -t oa nenly oauss filegstem modules to be lbaded {(wenfied thioughoym bolirpectionst bad time). THs gystem o koo bes the b de-=ffect of remou rg unneoses iy
remoris for rerresishent modules, a5 was the oas=inthe previous syshem (5 ros ot request 1 me we oouldrit krow whetherthe meduls sxisted or rot). All theos obe rges o lew s to me ke strongergua e nbess @ bout the feature, rega idies of 8 ry buggy privi leged us=roode thet performs
oert nsotiars on behe i of unprivlegsd ues s thimug hdbe arthe e

TL;DR: Lackef ccord mtionwers bethways. Emjoy presertirg s desd teohrique st Infiltmte; | Fope the 15 mintes of fame from st weskowas worthit. K your mihted rfoseo fa mede m i mebes sorewi rg over frierds fors free plare ide ard Fotel, you poled the wiorg people. Incase
wouid | be to ook rue tHs ga me, we're more the nos p ble s rd wiling to hills nyth rg ek you come upwiths) The rks for playi mg.

-Bmd

(W] Fisthr thizt
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FIXES ROUND #1

» thread_Info

 thread info struct moved off the kstack base
* Kills Rosengrope technique

* RANDKSTACK

 Randomizes kesp on each syscall
 Make Obergrope a bit unreliable

« USERCOPY

 Hardened to prevent task_struct — userspace
 Makes any groping more difficult

Stackjacking and Other Kernel Nonsense — Jon Oberheide / Dan Rosenberg — SummerCon 2011 Slide #70 n



FIXES ROUND #1

Arbitrary write

Kstack disclosure

v
/ STACK \

SELF-DISCOVERY

Manual analysis

Auto with libkstack

\ /

STACK

JACKING
OVERVIEW

-

STACK \

GROPING

ROOT

/

f
STACK \

JACKING

Read thread / task

Overwrite creds

\

/
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SPENDER ANGRY g’ﬁ AL

“Enjoy presenting a dead technique at
Infiltrate; | hope the 15 minutes of fame
from last week was worth it. If your path to
Infosec famedom involves screwing over
friends for a free plane ride and hotel, you

picked the wrong people.”
— spender pratt

= dan and jono
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Flex Those Op Muscles

- spender [~spender@rsecurity.net] has joined #grsecurity

- mode/#grsecurity [+o0 spender] by ChanServ

- mode/#grsecurity [+b *!*jono@208.64.36.%] by spender

- jono was kicked from #grsecurity by spender [don't shit where you eat]

- mode/#grsecurity [+b *!*bliss@*.hsdl.ma.comcast.net] by spender

- drosenbe was kicked from #grsecurity by spender [don't shit where you eat]

— | [— [
i i i i

Lad Lad Cad Lad Lad

S R

Lad
P
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RIP STACKJACKING?7?7?

_STACKJACKING

PPN L

R - : e . o w4 o

=T, Al et g R

- e o AR - e - AL Th
L v e e e Y s e e
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DEAD TECHNIQUE?

Arbitrary write

Kstack disclosure

v
/ STACK \

SELF-DISCOVERY

Manual analysis

Auto with libkstack

\ /

STACK
JACKING
OVERVIEW

??7?

/

STACK \

JACKING

Read thread / task

Overwrite creds

\

/
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—.-—--P
REMEMBER? 'g’ﬂ\‘ ¢

WHAT'S USEFUL ON KSTACK? 2"&&“’ O

e Leak data off kstack?

« Sensitive data left behind? Notreally...
» Leak addresses off kstack?

« Sensitive addresses left behind? Maybe...

» Pointers to known structures could be exploited
« *** Too specific of an attack! ***

* Need something more general

« kstack disclosures differ widely in size/offsets
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RANDKSTACK = BAD NEWS

v

kstack frame

v

kstack frame

foo.bar

foo.leak

v

kstack frame

foo.baz

sensitive data

Target syscall

Syscall call x

foo.bar ¢

foo.leak kstack frame

foo.baz foo.bar
foo.leak
foo.baz

Syscall call y

Syscall call z

RANDKSTACK CONSIDERED HARMFUL!
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STRAIGHT TO CREDS!

* With RANDKSTACK, stackjacking is
even easler

* Instead of leaking at a SINGLE offset
 We can leak at a CRAPLOAD of offsets

e Between a rock...

* Don't use RANDKSTACK, get OBERGROPED!
 Use RANDKSTACK, get credjacked!
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SHORTCUT

STACK
. JACKING ROOT
Kstack disclosure OVERVIEW

v f
/ STACK \ / STACK \

SELF-DISCOVERY JACKING
STACKJACKING 2.0

Manual analysis .

Arbitrary write

Overwrite creds

Auto with libkstack

. / S /
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——

FIXES ROUND #2 '

+config PAX_MEMORY_STACKLEAK

bool "Sanitize kernel stack"

depends on X86

help
By saying Y here the kernel will erase the kernel stack before it
returns from a system call. This in turn reduces the information
that a kernel stack leak bug can reveal.

Note that such a bug can still leak information that was put on
the stack by the current system call (the one eventually triggering
the bug) but traces of earlier system calls on the kernel stack
cannot leak anymore.

The tradeoff is performance impact: on a single CPU system kernel
compilation sees a 1% slowdown, other systems and workloads may vary
and you are advised to test this feature on your expected workload

before deploying it.

Note: full support for this feature requires gcc with plugin support

so make sure your compiler is at least gcc 4.5.0 (cross compilation

IS not supported). Using older gcc versions means that functions

with large enough stack frames may leave uninitialized memory behind
that may be exposed to a later syscall leaking the stack.

++++++++++++++++F++++ 4+
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BUT IN REALITY...

* Who uses this stuff anyway?

* What can we apply to kernel exploits
that affect “real people”?
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ENTER SMEP

* Intel CPU feature, ring0 code won't
execute user pages

* Equivalent to partial PAX UDEREF

e Stack metadata becomes useful
target on vanilla

* Looks like we've got plenty of groping
and jacking in our futures
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ALMOST THE END
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GREETZ

e #busticatl

* ;PpPppPpPpPPPPP
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——

QUESTIONS?

Jon Oberheide Dan Rosenberg
jon@oberheide.org dan.j.rosenberg@gmail.com
Duo Security Virtual Security Research

B0l <@VSR
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